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TITLE LIV—PILOT PROGRAMS TO

ENHANCE FEDERAL CYBERSECURITY
SEC. 5181. ACTIVE CYBER DEFENSIVE STUDY.

(a) DEFINITION.—In this section, the term
‘“‘active defense technique”—

(1) means an action taken on the systems
of an entity to increase the security of infor-
mation on the network of an agency by mis-
leading an adversary; and

(2) includes a honeypot, deception, or pur-
posefully feeding false or misleading data to
an adversary when the adversary is on the
systems of the entity.

(b) STUDY.—Not later than 180 days after
the date of enactment of this Act, the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency, in coordination with the
Director, shall perform a study on the use of
active defense techniques to enhance the se-
curity of agencies, which shall include—

(1) a review of legal restrictions on the use
of different active cyber defense techniques
in Federal environments, in consultation
with the Department of Justice;

(2) an evaluation of—

(A) the efficacy of a selection of active de-
fense techniques determined by the Director
of the Cybersecurity and Infrastructure Se-
curity Agency; and

(B) factors that impact the efficacy of the
active defense techniques evaluated under
subparagraph (A);

(3) recommendations on safeguards and
procedures that shall be established to re-
quire that active defense techniques are ade-
quately coordinated to ensure that active de-
fense techniques do not impede threat re-
sponse efforts, criminal investigations, and
national security activities, including intel-
ligence collection; and

SA 4765. Mr. HAGERTY (for himself,
Mr. KING, and Mr. PORTMAN) submitted
an amendment intended to be proposed
to amendment SA 3867 submitted by
Mr. REED and intended to be proposed
to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle B of title II, add the
following:

SEC. 2 . COVERED PROJECTS UNDER TITLE

XLI OF THE FAST ACT.

Section 41001 of the FAST Act (42 U.S.C.
4370m) is amended—

(1) in paragraph (6)(A)—

(A) in the matter preceding clause (i), by
inserting ‘‘key technology focus areas im-
pacting national security,”’ after
“broadband,’’;

(B) in clause (iii)(III), by striking ‘“‘or” at
the end;

(C) in clause (iv)(II), by striking the period
at the end and inserting ‘‘; or’’; and

(D) by adding at the end the following:

“(v)(I) is of substantial national impor-
tance and complexity, as determined by the
Executive Director; and

“(IT)(aa) is subject to NEPA;

““(bb) requires the preparation of an envi-
ronmental document; or

‘‘(cc) requires an authorization or environ-
mental review that involves 2 or more agen-
cies.”’;

(2) by redesignating paragraphs (15)
through (18) as paragraphs (16) through (19),
respectively; and

(3) by inserting after paragraph (14) the fol-
lowing:
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¢(15) KEY TECHNOLOGY FOCUS AREA IMPACT-
ING NATIONAL SECURITY.—The term ‘key tech-
nology focus area impacting national secu-
rity’ means an area involving—

‘“(A) semiconductors;

‘“(B) artificial intelligence, machine learn-
ing, autonomy, and related advances;

‘“(C) high performance computing and ad-
vanced computer hardware and software;

‘(D) quantum information science and
technology;

‘‘(E) robotics, automation, and advanced
manufacturing;

‘(F) natural and anthropogenic disaster
prevention or mitigation;

‘(&) advanced communications technology
and immersive technology;

‘“(H) biotechnology, medical technology,
genomics, and synthetic biology;

‘“(I) data storage, data management, dis-
tributed ledger technologies, and cybersecu-
rity, including biometrics;

‘“(J) advanced energy and industrial effi-
ciency technologies, such as batteries and
advanced nuclear technologies, including but
not limited to for the purposes of electric
generation (consistent with section 15 of the
National Science Foundation Act of 1950 (42
U.S.C. 1874)); and

‘(K) advanced materials science, including
composites and 2D materials.”.

SA 4766. Mr. HAGERTY submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle G of title X, add the
following:

SEC. 1064. GUIDANCE ON FOREIGN TRANSPOR-
TATION NETWORK COMPANIES.

Not later than 90 days after the date of the
enactment of this Act, the Secretary of De-
fense, in consultation with the Secretary of
State and the Director of National Intel-
ligence, shall assess the security
vulnerabilities associated with the use mem-
bers of the Armed Forces and Department of
Defense civilian personnel of foreign trans-
portation network companies and provide
guidance on the appropriate use of such com-
panies. The assessment shall include a re-
view of the data privacy and national secu-
rity risks inherent to third-party transpor-
tation operators with ties to foreign govern-
ment agencies that provide transportation
services to members of the Armed Forces, in-
cluding the exposure of trip and route details
and personally identifiable information.

SA 4767. Ms. DUCKWORTH submitted
an amendment intended to be proposed
to amendment SA 3867 submitted by
Mr. REED and intended to be proposed
to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the appropriate place, insert the fol-
lowing:

S8379

SEC. .CHILD CARE RESOURCE GUIDE.

The Small Business Act (156 U.S.C. 631 et
seq.) is amended—

(1) by redesignating section 49 as section
50; and

(2) by inserting after section 48 the fol-
lowing new section:

“SEC. 49. CHILD CARE RESOURCE GUIDE.

‘“(a) IN GENERAL.—Not later than 1 year
after the date of the enactment of this sec-
tion and not less frequently than every 5
years thereafter, the Administrator shall
publish or update a resource guide, applica-
ble to various business models as determined
by the Administrator, for small business
concerns operating as child care providers.

““(b) GUIDANCE ON SMALL BUSINESS CONCERN
MATTERS.—The resource guide required
under subsection (a) shall include guidance
for such small business concerns related to—

‘(1) operations (including marketing and
management planning);

‘(2) finances (including financial planning,
financing, payroll, and insurance);

“‘(3) compliance with relevant laws (includ-
ing the Internal Revenue Code of 1986 and
this Act);

‘‘(4) training and safety (including equip-
ment and materials);

‘“(5) quality (including eligibility for fund-
ing under the Child Care and Development
Block Grant Act of 1990 (42 U.S.C. 9857 et
seq.) as an eligible child care provider); and

‘(6) any other matters the Administrator
determines appropriate.

“‘(c) CONSULTATION REQUIRED.—Before pub-
lication or update of the resource guide re-
quired under subsection (a), the Adminis-
trator shall consult with the following:

‘(1) The Secretary of Health and Human
Services.

‘“(2) Representatives from lead agencies
designated under section 658D of the Child
Care and Development Block Grant Act of
1990 (42 U.S.C. 9858b).

““(3) Representatives from local or regional
child care resource and referral organiza-
tions described in section 658E(c)(3)(B)(iii)(I)
of the Child Care and Development Block
Grant Act of 1990 (42 U.s.C.
9858c¢(c)(3)(B)(1ii)(D)).

‘“(4) Any other relevant entities as deter-
mined by the Administrator.

‘(d) PUBLICATION AND DISSEMINATION RE-
QUIRED.—

(D PUBLICATION.—The Administrator
shall publish the resource guide required
under subsection (a) in English and in the 10
most commonly spoken Ilanguages, other
than English, in the United States, which
shall include Mandarin, Cantonese, Japa-
nese, and Korean. The Administrator shall
make each translation of the resource guide
available on a publicly accessible website of
the Administration.

“(2) DISTRIBUTION.—

‘““(A) ADMINISTRATOR.—The Administrator
shall distribute the resource guide required
under subsection (a) to offices within the Ad-
ministration, including district offices, and
to the persons consulted under subsection
(c).

‘“(B) OTHER ENTITIES.—Women’s business
centers (as described under section 29), small
business development centers, chapters of
the Service Corps of Retired Executives (es-
tablished under section 8(b)(1)(B)), and Vet-
eran Business Outreach Centers (as described
under section 32) shall distribute to small
business concerns operating as child care
providers, sole proprietors operating as child
care providers, and child care providers that
have limited administrative capacity, as de-
termined by the Administrator—

‘(i) the resource guide required under sub-
section (a); and

‘“(ii) other resources available that the Ad-
ministrator determines to be relevant.”.
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